DNSCurve Server

J. Scheerder’

jeroenscheerder@on2it.eu

November 7, 2008

1 Introduction

In the recent past fundamental design flaws in the DNS
protocol have been exposed'.

DNSCurve? is a proposal to address these funda-
mental problems. It promises to guarantee confidential-
ity and integrity of DNS traffic, as well as protect against
attacks on service availability.

A DNSCurve-aware server will offer these benefits
to DNSCurve-capable clients. Adding DNSCurve funca-
tionality to existing DNS software would therefore be
beneficial.

It may however be non-trivial, if possible at all, to
update DNS server software to include DNSCurve func-
tionality:

« Servers can run complex, tailored software, with
no room for experiments (and service downtime).

« Servers can run software that would be modifi-
able in principle, but has become unmaintained
(obsolete) in practice.

« Servers can run closed-source software from a
vendor unwilling or unable to add DNSCurve
functionality.

« Servers may be special requirements that pro-
hibit modification.

Regardless of this, a DNS server can still be effectively
enhanced with DNSCurve functionality by interposing a
DNSCurve-aware forwarder. Queries that before would
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go directly to the DNS server now are routed through
the forwarder that transparantly can authenticate and
encrypt DNS queries when possible.

2 Goal

Implement a DNSCurve-aware DNS service.

3 Tasks

Either:

+ Add DNSCurve functionality to existing DNS
server software by

- Rounding up the neccessary DNSCurve
technology.

- Examining existing DNS recursors (such
as tinydns, PowerDNS Server, BIND, NSD,
MaraDNS, Nominum ANS ...)

- adding DNSCurve functionality to one or
more of these.

« Implement a DNSCurve forwarder to transpar-
ently front existing DNS servers by

- Rounding up the neccessary DNSCurve
technology.

- Design and implement a DNSCurve-aware
DNS forwarder.
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1 Inleiding

ON2IT is a young, rapidly growing specialist in infor-
mation security. It operates in close relation with a se-
lect few prominent security vendors. The product port-
folio comprises Unified Threat Management solutions
(i.e. next-generation firewall technology), Intrusion De-
tection and Intrusion Prevention Systems, Anomaly De-
tection Systems and Network Access Control.

The primary technology supplier is Internet Secu-
rity Systems (ISS), recently acquired by IBM. ISS operates
as an autonomous division within the IBM ISS Global
Services group. ON2IT is one of only five worldwide
Tier 1 technology partners, with direct access to ISS’ re-
searchers and developers in Atlanta.

Location: Waardenburg.

We seek students that
« have a passion for innovation;
« like living on the cutting edge;

- strive for excellence in the field.

We offer
+ a pleasant work environment;

- a possibility to get hands-on experience in the
field with cutting edge security technology;

+ great variety;
« amonthly fee;

+ a position prospect;

daily or weekly guidance, dependent on person
and project.
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2 Projects

Projects are defined in close cooperation between stu-

dent and ON2IT, in a clear, precise and concise manner.

Tasks vary from research into market trends to imple-

menting integral security-related systems. Examples of
typical tasks:

« developing extensions to security analysis soft-
ware;

- portal development using AJAX, etc.;

« implementation of reporting mechanisms and
technology for HIPAA, SOX, ...;

« advancing technical infrastructure for mail secu-
rity, VPN, authentication, ...;

« impact-analysis of Intrusion Detection en Preven-
tion in the context of Managed Security, with
respect to SOX (ISO17799, BS7799, NEN27001),
HIPAA (NEN7510/11/12), ...;

- examining aspects of desktop security manage-
ment using common software mechanisms and
packages in relation to structural Network Access
Control;

« strengthening security by deploying Intrusion
Detection en Prevention for entire netwerk in-
frastructure, or partially - e.g. only for a web site
of an E-commerce company.

3 Werequire

basic skills and knowledge in general network-
ing, TCP/IP, routing, VPN;
« solid command of Dutch and English;

extensive hands-on familiarity with Unix/Linux
and the usual bunch of scripting languages.
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